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Executive Summary
The purpose of this document is to provide Acme Anvils and Supplies Incorporated
recommendations on how to build, configure and manage an information technology network
and the associated user ID, groups, hardware, software, and firewall configurations to support its
business operations. This IT network design physically covers Acme Anvils and Supplies’
corporate offices in San Bernardino, CA, and its production and warehouse facility in Loma
Linda, CA. It also provides specifications on setting up 32 users, user IDs, user groups, and
associated levels of access, and this document provides firewall configurations.

This proposal makes the general assumption of creating a computer network with the highest
quality information technology hardware with the intent of developing a network that will be
robust, secure, and flexible to meet the needs of Acme Anvils and Supplies Incorporated over the
next ten years. Within this in mind, there are many areas in this proposal that money can be
saved as the owners discuss the return on making this investment. If need be, costs can be cut by
lowering the quality of the workstations, switches, servers, and firewalls in that order. At this
time, though, we recommend making the highest quality investment in Acme Anvils and
Supplies Incorporated future as recommended in this proposal.

Network Diagrams
As detailed in the Network Maps below (large versions are located in Appendix 1), we have
proposed three distinct firewalls at every major facility: San Bernardino HeadQuarters (HQ),
Loma Linda Production Facility (PF), and Loma Linda Warehouse facility (WF). The firewalls at
the two Loma Linda facilities are connected via a physical fiber line strung between the
buildings (eventually a conduit should be laid between the facilities if the property is owned by
the company). The firewalls between the HQ and PF are connected via a VPN connection over
the Internet.

Each location has a PRI line that connects to a VoIP controller located in MDF. This line which
can be provided by companies like Spectrum Enterprises or AT&T Business, can handle up to 23
simultaneous calls. The phone system is an IP address-based phone system that exclusively on
VLAN-2, all other devices on the network not associated with phones run on VLAN-1. All IP
phones are directly connected to a POE+ switch to provide power to the phone.





Infrastructure Information

Network
The proposed compute network consists of 32 workstations, up to 23 simultaneous active phone
lines at each physical location, three Juniper SRX Series firewalls, 17 Cisco switches of different
sizes, and HPE SAN device, eight HPE ProLiant DL160 Gen10 Servers, and an HPE ProLiant
MicroServer Gen10 Plus running VMWare. The proposed network consists of nine subnets and
three DMZs all running as Class C networks. For a complete list of all IP addresses and
associated devices please see Appendix 1. All subnets meet at a firewall/router that dynamically
routes traffic to the appropriate subnet unless denied by Active Directory security group policies.
Please see Appendix 2 for a detailed hardware list. Unless stated otherwise the cabling for the
network will be Cat6 and Cat6 POE+ for IP phones and access points.



Access Points are wired via POE+ Cat6 cables and are evenly place throughout their respective
facilities. Please refer to Appendix 3 for detailed placement. There are three wall outlet access
points in the Production facility and three wall outlet access points in the Warehouse facility at
Loma Linda.  The HQ in San Bernardino has four ceiling access points with two per floor.
DHCP for Wireless and login procedures for the access points are handled by the primary
Windows Server 2019 DHCP controller, and there are two levels of access: employee and guest.

DHCP Pool Assignments
All IP address assignments are static except for the listed DHCP Pools Assignments listed below.
DHCP is handled by the Windows 2019 App Server at each location. Note that the DHCP Pool
assignments for IP phones are on VLAN-2, all other DHCP Assignments are on VLAN-1.

Storage Area Network
The proposed storage area network solution is a self-contained system produced by Hewart
Packard.  The HPE StoreEasy 1660 has 32TB SAS Storage, and it will be connected directly to
the VMware server, and the backup device.

Backup Solution
This proposal recommends scheduling full backups once a week with incremental backups
scheduled every night. The backup device would be a HPE StoreOnce 3620 - Storage enclosure -
6 bays - HDD 4 TB x 6 - rack-mountable - 2U

Workstations
All workstations are standardized to one model, HP Workstation Z2 G5 SFF Desktop - Intel Core
i5-10500 3.10GHz, vPro, 8GB DDR4, 256GB SSD, and run Windows 10 along with a copy of
MS Office 365. They come with a 27" Full HD 1920 x 1080 60 Hz HDMI, USB Built-in
Speakers Monitor. Please refer to Appendix 3 for approximate workstation placement.

Internet Speeds
The speeds we plan on receiving from our provider are 1 Gbps. This plan will be offered by
AT&T Business Fiber.



Firewall Configurations Rules
The Firewall will be configured to Class C networks, with a default mask of 255.255.255.0.
Configuration of Firewall Policies can be created by the network administrator. The network
administrator will create policies to aid in the control of traffic of anyone within the organization
to access network resources and decrease the possibility of malicious acts and breaches. We must
start with the most important rules at the top of the rule base. It should mimic the following:

1. Least Privilege
Implementing least privilege allows the network administrator to have control of the
organization's traffic. It is best practice to only approve traffic in-line with the
organization and deny the rest.

2. Define Rule Base
The following policies will be followed:

a. Deny all use of USB drivers are prohibited for all departments
b. Remote access will only be granted for:

i. Marketing to Marketing Server
ii. Management to all Servers

c. Grant everyone has access to the Intranet (besides Interns)
d. Grant everyone has access to the Internet (including Interns and Visitors)
e. Deny all from accessing all social networking sites: e.g., Facebook, Twitter,

MySpace, TikTok, Pinterest
f. Everyone is blocked from accessing gambling and inappropriate sites: e.g. NSFW

domains, fanduel
3. Network Shares

Management users have access to all servers from San Bernardino and Loma Linda
servers. Marketing users have access to marketing servers only. Everyone has access to
Intranet, other than interns and guests accounts. Everyone has access to the Internet.





Use Logging
Log all firewall policies. Logging allows a trail of all network activity to be generated and
followed. This is useful in diagnosing and troubleshooting.

Use Network Time Protocol (NTP)
NTP synchronizes the clocks of all devices within the organization that is on the Internet. By
synchronizing the clocks, logs will be more useful to diagnose and troubleshoot more efficiently.
If the clocks are not synchronized, it is more difficult to understand what and when a problem
occurred and for scheduled procedures to be executed. We propose purchasing TimeMachines’
NTP Network Time Server with GPS, TM1000A.

Audit Software and Firmware
Auditing software and firmware regularly will ensure the programs are operational and
configured to organization standards. Implementing a weekly check of software and firmware
will help identify holes within the security and changes that need to be made.

Remote Access
Remote Access will be granted to groups with Top Secret or Secret security clearance. Must be
renewed bi-yearly. The in-house VDI server will be accessible for remote users.
Individuals can be added to the Remote Access list with approval from their direct supervisor. In
order for an individual without a Top Secret or Secret clearance, we require the reason for the
need for Remote Desktop, a valid CyberSecurity training certificate that has been completed
within one year of the request, and a signature from a supervisor holding a Top Secret or Secret
security clearance. The administrator will review the Allow log every two weeks to ensure Roles,
Clearances, and Permissions have been changed or expired.

SSL Solution
The built-in web filter Websense will run SSL to secure data transmission over the internet. It is
the leading standard and verifies all certificates through a certificate authority. The Certificate
will be pasted into our web server and modify the site to use HTTPS.

VPN
VPN access will be given to Users with a Top Secret or Secret security clearance, remote
employees, and Financial System Advisors. This access is given to these users to access internal
applications and data. In addition, due to the multiple locations that these authorized users can
have a shared network between the different locations. The implementation of the VPN will aid
in the security and potential snooping of sensitive data when an individual is using the public
Internet.
For VPN access, it is possible for individuals to be added to the Remote Access list with
approval from their direct supervisor. In order for an individual without a Top Secret or Secret



clearance, we require the reason for the need for Remote Desktop, a valid CyberSecurity training
certificate that has been completed within one year of the request, and a signature from a
supervisor holding a Top Secret or Secret security clearance.

Specialty Equipment
We recommend a network time device to handle the synchronization of all servers and associated
network devices. We propose purchasing TimeMachines’ NTP Network Time Server with GPS,
TM1000A. In addition, the 3D printer would be considered a specialty equipment that should be
selected by the owner to meet specific business requirements.

Wi-Fi Policies
There will be two Wi-Fi Networks, one for employees and one for guests at each facility.

● For San Bernardino HQ the SSIDs are AMCE-HQ Wi-Fi Emp and AMCE-HQ Wi-Fi
Guest

● For Loma Linda Production facility the SSIDs are AMCD-PF Wi-Fi Emp and AMCE-PF
Wi-Fi Guest

● For Loma Linda Warehouse facility the SSIS are AMCE-WF Wi-Fi Emp and AMCE-WF
Wi-Fi Guest

For all uses of the Wi-Fi network will have to login via a Web page that loads upon connection.
Employee passwords are the same as their network password, and a guest will have a temporary
password generated for one day’s use. Employees will be able to access the same network shares
that they can via their desktop Windows login, and guest users will be able to only access the
Internet through access can be given to other devices on a case-by-case basis.

Applications
The HPE Proliant Micoserve is running VMWare vSphere 7.0.2 and the three virtual servers it
hosts are running Windows Server 2019. All other servers are running Windows Server 2019
except for the Web Server in DMZ 1 which is running Windows Server 2016. In addition, certain
servers for specific groups run custom software. For example, the accounting department has a
server that runs its financial software system on top of Windows 2019. Every Windows Server
2019 server that handles DHCP also handles access to MS Office 365.



Users
Individual users
The creation of domain user accounts will be created for all registered employees of Acme.
These individual users will use their User IDs to access any computer. According to the User IDs
security clearance, individual accounts will be granted access to resources and servers.
All guest and intern users will be able to access the guest accounts on any computer. The only
access a guest account is granted is the Internet.

Groups
Groups will be configured according to:

1. Location (e.g., San Bernardino HQ, Loma Linda)
2. Executive Team
3. Union
4. Supervisors
5. Departments (e.g., management, accounting, marketing, production, transport, and

design)
6. Security Clearance (e.g., Top Secret, Secret, Unclassified, Classified, None).
7. Intern
8. Guest

User ID
User IDs will be configured by the first two initials of your first and last name, followed by their
employee identification number. For example, President/Owner: Wyl E Coyote, employee
identification number: 00001. Wyl E Coyote’s user ID would be “wyco00001”.
By following these rules, every employee will have an individualized user ID to themselves.

Security Groups
Within Active Directory, Security Groups will be defined. This is where permissions will be
assigned to gain access to resources within the network. Individuals with Top Secret and Secret



Security Clearance will have Read, Write, Delete permissions. Individuals with Classified and
Unclassified Clearances will have Read and Write permissions. Interns and Visitors will have
non-permissions. For additional permissions, it is possible for individuals to be added to the
Remote Access list with approval from their direct supervisor.
In order for an individual without a Top Secret or Secret clearance, we require the reason for the
need for Remote Desktop, a valid CyberSecurity training certificate that has been completed
within one year of the request, and a signature from a supervisor holding a Top Secret or Secret
security clearance.

Password Rules
A password must be a minimum of 12 characters long. The password must include at least one
upper case letter, one lower case letter, two numbers, and two symbols. A password should never
contain personal information, such as employee ID, date of birth, SSN number, name of spouse
or children. A forced password reset will be enforced every 180 days.
By following these rules, we can reduce the chances of breaches in security, stolen data, and
brute force hacking.

Distribution or Email Groups
Distribution groups will be defined according to the groups above: Location, Executive Team,
Union, Supervisors, and Departments. By having an updated distribution list of employees to
their respective roles, messages can be received by the right people in a timely manner.

Active Directory Information
Group Policy Objectives



Summary
This document is a comprehensive recommendation to build, configure, and manage an
information technology network and associated user ID, groups, hardware, software, and firewall
configurations to support business operations for Acme Anvils and Supplies Incorporated.  This
proposal provides a high-end, high-quality network hardware solution to give Acme Anvils and
Supplies a return on investment that will last the company well into the next decade. It also
provides users, groups, firewall configurations, and wireless access policies that maximize
security without inhibiting business operations. We are confident that if the recommendations in
the document are followed, Acme Anvils and Supplies Incorporated will be well prepared to
compete in the anvil manufacturing industry for years to come.
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